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STAFF. Withoutfurthe ado, let’s welcome General Alexande to the stage (Applause.)

GENERAL KEITH ALEXANDER: Wadll, Trey and Xff, thanks. Thanksfor tha
introdudion.

| think what they said to start out with is the reason I’ m here. This is he techmical
foundaion for ourworld’s communicaions youfolks right here, and theisuetha sandsbefore
ustoday is oneof wha do we do net, how do ve start this discussion on @fending our nation
and protecting ou civil li berties and piivacy.

Thereason |’ m heeis because you may have some ideas of howwe can doit better. We
need to hear those idess.

But equdly important, from my pespedive, is tha youget thefads. And so wha I'm
goingto do bday is try to lay out those facs.

Now as Trey or Jeff said, there are good reasonswhy some of this isclasgfied and why
some of it is stuff that we jug don't put outthere. And the big reason, from nmy paspedive, is
because terrorists use our communicaions They live anongus How do we come up with a
program to gop terrorism and © proted our civil liberties and piivacy? This ispehapsoneof
the biggest isaues fadng our county today.

| also warnt youto geta srse for the peaple atthe Natonal Secuity Agercy. It hasbeen
the gredest honorand piivilege of my life to lead these noblke folks. They're theones—and
you'll get alittle bit of sense of wha they’ ve donefor our county over the past eight years while
I’ ve been there. And thar reputationis tamished becawse all the facts aren't onthe talde, but you
can hdp usarticulate thefads propaly.

| will answver every question to thefullest extent possible, and | promise you the truth —
wha we know, what we're doing and what | cannot tell you because we don’t want to jeopadize
our future defense.

Wha we're goingto do n this briefing is give you the fads on these programs —the
budnessreord, FISA, on FAA 702 —on what we've doneto qop terrorist attadks, addresssome
of the problems that we e ait there with inaccuate gatements ard talk abou where b we go
from here.

Tha's where you mmein. We need to hear from you, because the tools and the things
we use are very much the same as thetools tha many of you u® in auring ngworks.

Thedifference, in pat, is the ovearsight and the @mpliance tha we have in these
programs. Tha part is missngin much of thediscussion.

| believe it’s important for you o hea that, for you to undestand what these people have
to do n orde to do her job b ddend this naion and the oversight regime tha we have with the



courts, with Congessand with the alministration. | think you need to undestand that to get the
full undestanding o what we do and what we do not do.

| thinkit’s important to dso gep back. Let’s go kadk to the beginning. How did we get
here? And nomally, beng ageneal, | would say, next dide (Laughter.) But they gave me a
device (Laughter.) Andthey said, figureit out (Laughter.)

It says“cue” | thought that would be“clue.” OK.

So there we go. Let’s goback to 1993, he World Trade Center. It grows pretty quickly
—Khoba Towers, the east African embassy bonbings, the USSCole, 9/11. Al-Qaidaon he
ones on thebottom there, throughout Khalid Shekh Mohammed, hdped fund thefirst World
Trade Center and was the mastermind bénind 9/11. We became a naion trangormed.

The intelligence community, according to the 9/11 commisgon, failedto connectthe
dots. Wha dol mean bytha? Wha do I mean byfailed to connect thedats? We had intercepts
of oneof the 9/11 hjadkers, Mihdha, from Yemen. We didn’'t know because we didn’t have the
tools and the @pabiliti es b eetha hewas adudly in California. We couldn’t providetheright
tip orinformation tha connected tha foreign dotto adonestic plot. Theintelli gence community
failed to connect those dots  And nowwha we're doingis puting into existence these programs.

But | think, in oder to undestand —so how do ve actually use these programs? Fom
my peaspedive, it's important to first undestand the people a the Nationd Seaurity Agency,
wha they do and howthey do it. So from my pespective, the best first thingis to gep back and
say, what did they do durng this time period? What are they dang?

And 9 ourjob is ddending this county, saving lives, suppoting ourtroops in combat.
And when you think aout our soldiers, sail ors, armen and Marine tha were in Irag and in
Afghanistan, it is our responsbility, dongwith the rest of the intelli gence community, to provide
theinformation tha they need to survive, to go dter the enemy.

Wha you eon this dideis oneof thos tools that we brought to bear. This isa
technicd tool. Wha's not siown onthis dideis thethousndsof NSA pesonnd who
volunteaed to go forward. Over 6,000 NSA employees have gore to Afghanistan and Irag.
Twenty of those cryptologists pad the ultimate priceto ensure our troopshad the intelli gence
they need Thatsanoble pumpos. That's what these people do.

And youcan setheimpact. And for me, it was an honorand piivilege to work with
these folks. Thetime and the dfort tha they spent, ourdiscussionswith General Dave Petraaus
Gereral Stan McChrystal, Ray Odierno, LIoyd Austin and Admiral Bill McRaven —our job was
to provide that intellig ence that they needed and the timelinessthat they needed it to help them
go dter theadversary. And you an sethe dgnificant drop tha occurred as we implemented
those capabiliti es in Iraq and ourtroopswent forward.

This isabsolutely supeb. Themindst of these people is foreign intelli genceto save
lives—ourlives, ourmilitary, ou civilian. Tha is atruenoble effort. Andthose are the types of



people | have the grea honorand piivilege to lead. But thediscussion today has o take that next
step, what about counterterrorism? And wha do we do @outthediscussion tha | puton the
table, from the World Trade Center in 1993 b 9/11? Wha now?

We failed to connet thedots. And 0, we had to come up with away of helping to gop
the dtadk. QOur government — Congess the alministration and the ourts —all joined together to
come up with programs tha would med our Conditution and hép usconnectthos dots.

| think it’s important to undestand the strict oversight that goes into these programs
because the assumption is tha people are outthere jus wheeling and deling, and nohing could
befurthe fromthetruth. We have tremendousoversight and compliance in these programs,
auditability. And for many of youwith the technica background —inaudible) — net flow and
other things like tha, you knowtha we can audit the ationsof our people ahunded pecent in
thiscase. And we do that.

But this nformation and theway our county has put it together is something that we
should dso putforward as an example for the rest of theworld, because what comes outis we're
colleding everything. Tha is nottrue Wha we're doing is for foreign intelli gence puposes
go dter counterterrorism, counterproliferation, o/berattadks. And it’s focused. And if you think
aboutnd flow and theamountof information, yau couldn’t aff ord —we dorit want to collect
ewverything. It makesouw amalysis harder. If your intent is © go dter terrorists, how do ve do
that? And so there ae wo programs that we have here: a metadata program, ore that helps us
connect the dots in the least intrusve way tha we can; and FAA 702 orSedion 702 athonty,
which dlows usto goafter content. I'm goingto go each of these in ddail.

But | want to putoutonething tha’s important. Indugry jus doesn’t dunp guff to us
and sy, hey, here’'s some interesting fads. They are compelled by a ourt order to comply.
They are canpelled by a caurt order to comply where al three hanchesof our govemmen have
come togeher, think aout alawful intercept program tha we have hee. | think this isa
standard for other cauntriesbecawse we have the court overseengit, we have Congess
oversedng it, we have the administration, and I' Il go into al the different parts of the
administration that oversees it.

And 1’ ve head some people say that the @urt is arubbe samp. I'm on the other end of
that table with federal judges. And anybodyhere who's been upagaing afedera judge knows
that these ae pegple with tremendous legal experience hatdorit take ary —trying to think of a
word heae — (laughter) — from even afour-star gereral. They wart to makesure that what we're
doing comports with the Conditution and thelaw. And they are dead seriouson it. These are
folks tha have given thar whole lives o ournation’s judiciary system. These are folks who
know they're probably not going to go to the Supreme Coutt, butthey want to do ®mething for
our naion. These are tremendousjudges. They aren’t arubber gsamp. And I’ ve been in front of
tha court anumbe of times. | can tell you from the wirebrushings that | receved they are rot a
rubbe stamp.

Let’s go into the detail s of these programs. Ress he buton.



| thoudht it would beimportant to gve you a picture of what our andysts actudly see
Thereitis, right indde This isfor counterterrorism pumposes, aprogram designed to goafter
communicaionsof foreign terrorist organizaionsto hdp usconnet those dots from aforeign
ador to ssmeonewho may be in the United Sates trying to do usham. This program was
desgned specifically to help us go after that— (inaudible). | think it'simportant to have some of
the facts onthe talde here for me o gve you more facs.

First, as you an e what you have is the dae and time of the all, the @lling nunmber
and the cal —theduration ofthe @ll. And we dso putin theorigin of the metadata cata. And
you cansee t says (“business recad FISA” ?) just asarother case, becaise our amalysts who
work this—that’s aflag for them that says this is important (court data ?).

This does notindudethe ontent of the @mmunicaions This does notindudeyour
phonecall s or ming your emails, normine, you SMS messages. Thereis no content. There are
no names in the daabase, no aldress no aedit card nunbers and no bcationd information is
used. Let me give you an example of how thiswas important and howthe foreign intelligene
agenges, like CIA and NSA worked with FBI to help dop terrorist activities.

And tis actudly was given out pubicly —Basady Modin, aterrorist whowas in
California. We (hadan?) intercegt of the canmunications— (in Somdia ?) —phonenunber of a
person (alking about?) terrorist activities, and that phonenunber, based on what they were
talking about dlowed usto look into the database. Wha does tha mean? Thedaabase s like a
lockbox. Thecontrols tha go on his daabase are greder than any data repostory in the
government, and the oversight is he same.

To get anumber approved, there are only 22 p@ple in NSA tha can goprove tha
number. They had to prove tha meds the sandard st by the court, tha this hes tha
counterterrorism nexus with d-Qaida-related groups Then and only then is tha number added
to alist that can be quaed. Only those numbeson tha list can be queed into that daabase. If
you mistype a nunber, the database will r gect it, because it has to be onthat list. Only 35
andystsat (NSA ?) are authorized to run queies. They have to go throughthree separate
different training regimen and pasatest to do —to acually do qleriesinto that databa<e.

In 2012, here were less han 300 nurbers tha were gpproved —blessyou— approved for
guernes—less han 300 mmbers. Thos queiesresulted in (12 9 reports  the FBI. Those
reports contained less han 500 nunbers. Not milli ons nothundeds of thousands nottens of
thousnds—less thian 500.

Theintent of this proglam was to find aterrorist actor and identify that to the FBI. If you
think aoutit, the FBI is a grea agency. Diredor Bob Mudler is oneof the greaest people I’ ve
evermet Hisageng does remendouswork for this county. Qur job is notto complicae his
life by gving him as many numbers as we can. Our job is o hdp them focuson theright
nunbers.

And the nunmber tha we gave him in California—they had acually had— we gave tat to
themin 2007. 1n 2004, hey had ordered an investigation on hat individud, butdid nothave



enoudh information o open thefull field investigation, o they closed that investigation down.

In 2007 with the number we gave them, they had enoudh information. They take tha nunber ,
and nowthdr pottion ofthis is hey can take anationd seaurity (clip 9, find outwho tha
number bdongs o, and they found outit was Basady Modin. They can then, with probable
cawse, geta warrart. NSA only has the fad of anumber. FBI could take tha, ssewhere it
connects o, ue anationd seaurity letter and the legd authorities given to them to take the next
step. Tha resulted in the @pture of Basady Modin from a (terrorist ?) support for terrorism and
several co-congirators.

The othe program tha | would like to talk to is the onewe refer to sometimes as PRISM.
But PRISM is pat of it. It's theFAA 702 authority. This isfor foreign intelli gence pumposes.
This iscontent. Thisis not targeting U.S. pasons This is &rgeting threds overseas. This isour
lawful intercept program, which is andogousto many other counties around theworld. They
compd service provides o provide information jug aswe do. But| mentioned arier, we have,
| believe, agrea sgandad, wha we look &, the court, Congessand the aministration &l
looking a — (inaudible).

| shoutl mention on he previousdide ahunded pacent auditability. Let mejug go
back to that. | didn't give you that pat, and | promised | would, 0| dorit want you o think |
left that out. A hunded pecent auditability. Oh, tha was quick. (Pause.) So maybethereisa
no going back.

So on tis program, ahundred pecent auditability on every query tha we make. And
tha is oveseen by ourinspector general, ourgeneaa coungl. In 2009, h our discussionswith
the president when he first came on boad, we talked to him aoutthese programs. And theissue
was, how do ve know the mmpliance is there, and wha more can we do?

We stood up, verking with the @mmittees in Congess adiredorate of compliance.
This direcorate o campliance washeaded by legal professionals and information specialists that
can look & everything that we do in these programs and ensure they comport with the ourt
ordes, butwe also have oversight from the diredor of naiond intelli gence, general counsl and
|G of the Defense Department, from the Department of Jugice, from the White House, from
Congess theintel committees and from the @urts. Our people have to take courses and pas
exams 1 use this data.

So thesame level of control is given to he FAA 702. In fad, this is heonre tha a times
people say, they are listening to dl our communicaions That is notauthorized unde this. But
theissuewould be for me standing me up tere, many are going to say, well, | hear what you're
saying, butl don't trug them. Congessdid areview of this program over afour-yea period, he
Senate Select Committee on Intelligence. And ower that four-yea peiod, they found no vill ful
or knowledgeable violationsof thelaw or theintent of thelaw in this program.

More specificdly, they found no onet NSA had ever goneoutside the boundaies of
what we’'ve been gven. Tha's thefad. What you're hearing, what you're seeng, wha people
are sayingis, well, they could. Thefad is they don’t. And if they did, ourauditing tools would



deted them, and they would behdd ecocountble. And they know that from the @urses tha they
take and the pledge tha they make to this naion. And they take tha very serioudy.

Remember, ther intent isnotto go dter our communicaions Thaer intent is © find the
terrorist tha walks anongus How can we do ha? Well, we have two programs tha hdp usdo
that. Oneis on meadata, the least intrusive — (inaudible) —tha we can figure out And tha’s
something that we should dscuss tha alows usto honein and gve the FBI greder indghts inb
these acbtrs. Andwe have this content program —again, audited. Agan, ourpeople tha go
through this have to go through these courses and pass hose tests.

There are alegations out there that they listen to dl our emals, they doal these things.
Tha'swrong Wedon't. And if we did, we would behdd accountable —a hunded peacent
auditability on wha we do. At times| look & tha and sy, this is bo nuch. Qur people say it's
theright thingto do. The naion needsto knowwe're goingto do teright thing. We comply
with the ourt orders and do tis exadly right, and if we make a mistake, we hold ourselves
acounible and report it to everyone

| want to gve you an example of what this meansto us wha this meansto ournation.
I’'m going to talk abou the Zaz case, or the New Y ork City subway borb, because | think it’s
important for you to understand howthese programs come together. Our NSA, ourCIA, our
foreign intelligence agercies ou allieshavegoodways o goatfter terrorists.

Oneof thoe wasanal-Qadaopeative opaating out of Pakistan, and we had ingght as
to some of his communicationsand wha hewas doing. We took his name (into ?) the 702 ourt,
compdled oneof the service providers o gve usthe ontent of his communicaions his email.
In those email s, we saw him working with an individud unknown to us discussing an imminent
terrorist attack. All we knew is they were looking for the redpes for bombs We got an emall
address In theemail was aphonenunber. We didn’t know if the phonenumber was U.S. or
overseas

We gave the email address b the FBI. Again, the FBI has legd authorities then to ke
tha email addressand find outwhose address is this And this was Ngjibullah Zaz, aterrorist in
Colorado. And they told ustha the phonenunber tha was in tha email wasn’t his. We used
tha phonenumber to gointo the busnessrecords, FISA daa, becaise hehad nexusto an &
Qaida-related operation. We found hefirst connection from tha phonenumber in Colorado to
an unknow phonenumber to the FBI in New York City.

But theimportant thing was that phonenunber in New York City aso was talking to
another terrorist-related ator in arother layer to how to get another terrorist. Tha hdped ustell
the FBI thatnumber in New York City isredly important. Tha nunbe was Adis Medunjgjin

Time wasof the eserncein thisca®. You may recal that Zaz wasdriving acioss he
county to condud the dtad; we intercepted this around he sixth of Septembe and the attack
was suppo®d to occur by 14 Sptember. TheFBI has o putthese pieces together based on our
input wha they get from cusoms and boder patrol, wha they get from other intelli gence
agenges and law enforcement and figure outwhat’s going down. They are supeb; they soppedl



this attadk. This would have been the biggest atad in the United Sates snce 9/11. It cameto —
the initial tip came from the PRISM FAA 702 dita. BusinessReard FISA is atool that adso
addsvaue butit can only add value in the United States.

So wha does tha mean? Wha have these capabilities doné& We have talked ebout54
different terrorist-relaedacivities I' ve put themup rere 9 that you cansee what we've been
ade o do. Thee arefads. This isa mrtnership beween ourforeign intelli gence agenees and
the FBI, baween ourcountry and our alies. We stoppead 13 elated terrorist activities in the
United Sates and 25 nore in Europe

There are a nunber of things tha come out of this (slide 7). Frst, the BusnessRewrd
FISA can only help if therewas a (link ?) in the United Sates. It had arolein 12 ofthose 13. In
four, it came up with no esults that was opeation —(inaudible) —valueto the FBI. In the other
eight, it provided leadsfor the FBI to goafter.

FAA 702 povides vdueaaoss 53 ofthese and in rouchly half of them, it was theinitial
tip. Qur misson —stopping terrorism, is oneof the mog important things.

Q: Feaom

GEN. ALEXANDER: Exadly. (Chudkles.) Andwith that, when you think aboutit,
how could we do ha? Becaise we stand for freedom.

Q: Bullshit! (Laughter.)

GEN. ALEXANDER: Not bad — (applause) —but | think what you're saying is that in
these cags what's the decision? Where's the dscusson? And what other tools shoutl we have
to dop thoe?

Q: (Off mic) — prosecue.

Q: But why would Congress—why would we believe that you're notlyingto usright
now?

GEN. ALEXANDER: | havan't lied to he Congess
Q: Wha about— (inaudible) — congressional testimony?
STAFFE Wait for the question ssson.

GEN. ALEXANDER: Thank youfor tha. But| do think this is mportant for usto have
this discussion, beause in my opinion, wha you quickly bdieve is tha which is written in the
presswithoutlooking atthe facts. This is e greaed techical certer for — (inaudible) —in the
world. | ask tha you dl look & those fads, ched tha out Real the ongessond testimony.
Look & wha we are talking about here, becaise this isour naion’s future. This iswha we've
donewith these programs — (inaudible). Those are fads.



And wha we seecoming & our county is more of thesame. So the question tha we
havewith dl of us, ® wha do we do? Let’'s begin tha discussion. Without thefads —
(inaudible) —have tha discussion, o tha people who ae revealing information tha can hut the
future of this courtry and ou citizens, | believe that it’ s irresporsible, it will have sgnificant
damage to ourcounty. How do we defend this county? Tha's thequestion. What you're
asking usto do s b ddend the @unty. And youtake an oah to ha Conditution, and we take
tha very serioudy. It's not ethe’/or. It'sboth. And 2 heae, if you want to becondrudive, if
you want to hép gd thisright, bepart of tha discussion. Rut thefads on hetable. Tha's what
we need. You ned to urderstand what we're trying to do b ddend the @untry and proted civil
liberties— (inaudible).

On thebusnessrecrd HSA, 15 udges — (inaudible) — 34 times. Congess— (inaudible)
— the administration — (inaudible). This moming, thediredor of naiond intelli gence—
(inaudible) — declassified some d those. Review that, see whatwe b in gdang after—
(inaudible). So with tha, I'd like to open it up for questions

Q: So obviousy we have — (off mic) — cgpabiliti es, butwhy do © many countries in the
world want to atadk us— (off mic)?

STAFF. Forgive me guys, generally speaking, yau providethe keynote the oppotunity
to determineif hewants © accept questionsfrom the aidience or to receve them in an organized
manneg. We readed outto the @mmunity to try to gather those, to organizethose- we weighted
them, ranked them. This isnotcanned, the general doesn’t know wha we'r e throwing a him,
but I wart to make sure that we're aking your questionsfor you. He's got avery limited
amount of time.

GEN. ALEXANDER: | haveno poblem —(inaudible). | think tha’s agred question.
(Cross @lk.)

GEN. ALEXANDER: So thequestion tha was asked was, 0 why do @untries want to
atackus? Why deesal-Qaidawant to d@tadk us? Why dowe stand in theway of them reading
thar objedive? And| think you $hould look & what they're tryingto creae: acaliphae. They
believe that the Middle East shoutl berun unde the Islamic law, shariaform of law, and that
everybodyshout comply with their form of law, and that we in the United States, working in
the Middle East, have stood in thar way. They want to dtadk us

Q: They want to atack us becaise we're lombing them (Laughter, applause.)

GEN. ALEXANDER: Soitis—itis interesting that when youlook at it, go bad to the
fads of '93, World Trade Center, the Cole, look & the East African embassy bormbings. Look &
9/11. Soha’swhat we face— go ahead

STAFF. Geneadl, do youhave time to read a question —(off mic) — do you think tha our
national seaurity intelligence and monitoring initiatives negatively impad our innovative
domestic capabilitie s ability, companies’ abili ty to adequately grow in foreign markets over feas
of back doors or covert access? More diredly, is the NSA making U.S. companies less
competitive?



GEN. ALEXANDER: Tha'sagreda question. So he—from my perspective, | think it's
important that we put the fads on the table of what a lavful intercept is and what these
companiesare canpelledto comply with. And every country haslawful intercef — or dmost
every country has lawful intercept programs tha compd companies o provideinformation. The
difference, from nmy perspective, is the oversight by the courts, Congressand administration in
ensuring that we do thisright.

STAFF. There wasagreat quedion posd yesterday. | would like to echo tha. Thereis
a ckea difference letween the NSA canna and the NSA will not. Isit discretionary or is it a
preventative control?

GEN. ALEXANDER: So there are both. | think there are technicd things tha we can do
to limit our colledion. And we can do hat. In the United Sates, if you tink aout— (inaudible)
—and wha do you, pehgps in :auring angwork, howdo you look & different pats? You @n
shield off certain parts from collecting net filter data. We do the same thing to ensure we comply
with the law.

So the donestic communicaionswe can technicdly take on, butthere has to beanother
set of sandads because theredity is communication is often times prevention. Wha happasif
we run into aU.S. peson’s communicaions? So part of what it has been —(inaudible) —talks
aboutthe minimization pocedures, thetraining that evayone at NSA has to go throudh if we run
aaoss those communicaions And we hold ourpeople accountble to doing tha exadly right.

STAFFE One question that came up a lot out of band, wasoncea clasified documert is
pubicly leaked asin the cae d the FRISM documerts, why daesthe clasificaion remain the
same? Why carit govemmert enployeeslook atthe Intemet? (Laughter.)

GEN. ALEXANDER: Well, there's wo reasonson that one | think theissueis on his,
how do we proted our naion? How do we ddend it? And ourpublc —this is dassfied. It's
not classfied to keep it from you, agood @rson. It's classfied because gtting anong youare
people who wish usham. If wetell everybodyexactly what we're ding thenthe adrersaries
will know howto get through ourdefenses.

Tha'swhy | bdieve tha wha has hgppened, the damage to ourcounty is significant and
irreversible. What we'r e talking abou is future terrorist attacks. And when you look on his
dide here, will we have the succes over the rext 10 years that we’ve had over the lag? And|
think it is worth consdering wha would have hgopenel in theworld if those attadks —42 of
those 54 were terrorist plots If they were siccesfully execued what would that meanto our
civil liberties and piivacy? So those areisues. Now, why dowe classfy — (inaudible)?
(Applause).

STAFF. Gened, | know the NSA doesn’t shopwherewe do. Qur attendees here a
BlackHat havea certain cade d tods in ou arsenal for deferse. Our adversariesare well-read
— (inaudible) —have acess b ou tods ard mears. We appreciate — (inaudible) —what the NSA
isdoing. AndIl knowyou can’t share more. But | would like to gpe&k to your decision on
whether or notthese medaleaks haveaffecedthe NSA.



GEN. ALEXANDER: Wall, it has. You know and | think youcan hear it from some of
the omments ha we've gotten hee. (Inaudible) —seg think about people who ae willi ngto go
forward to Iraqg and Afghanistan to hdp insure our soldiers, sail ors, armen and Marines, s they
canget the intelligence thatthey need | believe these ae the nmost node peole that we have
this county. They are willi ngto putther lives on te line for their fellow — their fellow soldiers
and fellow Americans and ohe counties.

And 20 ofthem log thar lives. And when you think aboutthat, theisueis these same
people who take that same oah to uphot and ddend the Conditution (@re ?) the ones tha run
these programs. Andwe get all these dl egationsof wha they could bedoing. But when people
check, like the intelli gence committee they foundzero times tha’s happ@ed. Tha’s no bulshit.
Those aefacts. (Applause))

Plea® don’t puttha outin theopen press (Laughter.) Jug tha oneword. | have 15
granddhildren. (Laughter.)

STAFF: Right. One more question bdore we bre&k, General. In amonent, I’ ve got to
talk to my momand dal. And| jus wanted to know, your people can't listen to mecall my
mom, right?

GEN. ALEXANDER: That'sright.

STAFF: OK.

GEN. ALEXANDER: And nowthere’'s wo partsto tha.

STAFF. Tha’s ayes or no question! (Laughter)

GEN. ALEXANDER: | think —(inaudible) —the issue — (inaudible) —if you puttha —
(inaudible) —we have tedhnical control — (inaudible). And then we have pdicy. So thetedhnicd
is they can’t. You know | asked the same thing about my daughters. | have four daughters.
Can | goand intercept thar emails? No.

STAFFE: (to audience) Can youqLaugltter.)

GEN. ALEXANDER: But thetedhnicd limitations(are in there ?). Now, people who try
to drcumvent thd, thereis dso ahunded pecent audit. So when you —(inaudible) —my
daughter at x.com, and an auditor that looksand sy, wha's theforeign intelli gence pumpo< of
this quey, and the analyst — (inaudible) — has 1o date tha and sow tha what they're doing
mees that ssandard.

Q: (Inaudible) (Scateredlaughter.)

GEN. ALEXANDER: Trey’'sagood @rson. (naudible.)



STAFFE Areyou sure? (Laughter.)

GEN. ALEXANDER: Waell I guess.. | hope! No terrorist asociatons So theissue
only becomes theissuetha | would ask you o look & And dl of those that find wha we're
doing tha shoud belimited more, my comment is hdp usdeend the country and come up with
a beter solution. You're the greaest gathering of technicd talent anywhere in theworld. If we
can make this beter, thewhole reason | came heae was o ask you © hdp us make it better. And
if you disagreewith wha we're doing, then you should hdp twice as much.

Q: Red the Constitution.

GEN. ALEXANDER: | have You sould too. (Laughter, chees, applause.)

STAFF: Gened, | know it would have been alot easier to notcome. Black Hatis a
warm loving crowd tha loves on ourguests in adifferent way. (Laughter.) Thank you o much
for coming out

GEN. ALEXANDER: Thank you. (Applause.)

STAFF: (Inaudible.)

All right, guys. A couple of houskeeping items, and we'll get started

First, Arsenal and the Sponsored Workshopshavebesn moved from the hdlway down to
Milano downdairs. You should check those out Sponsred workshopsonly run today.
Arseral has its own dalicated turbo frad, so youshould check that out

Number two, white pgpers and presentationsare online d bladhat.com. You an pul
those down off the website..

Threg codeof condud. It's important we have one Don'’t beajerk. It's at the battom of
bladkha.com if you need to check on it. If something comes up, ket usknow.

We vaueyou feedback. The NSA is not hdping with the towers a the back of the
room Use your little badge to scan tha. You'll get an email over a couple minutes. It'sfive
guestions We vaueyou feedbadk. Your speakers want the feedback. (End ofaudio.)

(END)



